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ABSTRACT

During the last decade, the CR (Cognitive Radio) came into view as a major wireless technology to

resolve the issue of spectrum secrecy and efficient spectrum utilization. However, due to unlicensed

(secondary) users, there are various security threats to the CRN (Cognitive Radio Networks). Some

malicious users may access the CRN and mislead the secondary users to vacate the occupied channel,

which may stop the communication. In this work, we propose a new cryptographic-based algorithm, CR-
AES (Cognitive Radio-Advanced Encryption Standard), inspired by the traditional AES to secure the
CRN. The data of the primary and secondary users is encrypted at the transmitter and decrypted at the

receiver. Unlike the conventional AES, we introduce the data-dependent key-generation and shift-rows

process. We also reduce the rounds of AES from 10-6 to improve the computational efficiency without

compromising the overall security. The experimental results demonstrate the effectiveness of the proposed

CR-AES in terms of better security, reliability, and computational efficiency.
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1. INTRODUCTION

e demand for radio spectrum is increasing with
the emergence of new wireless technologies and
related applications such as ad-hoc networks,

the internet of things, next generation networks, etc. The
CR technology, which utilizes the concept of frequency
reuse, has the potential to meet the demands of future
technologies. The CR is the spectrum defined radio in
which both licensed (primary) and unlicensed (secondary)
users are present. In CRN, the secondary user
continuously senses the spectrum for white spaces

(unused spectrum) and switches to the vacant slot. On

the arrival of the primary user, the secondary user has to
vacate the occupied slot and switch to another vacant
space (hole). In this way, the problem of scarce spectrum
resources is efficiently resolved [ 1]. However, the security
of CRN is affected by numerous threats that arise due to
sharing of spectrum between primary and secondary
users. These threats may cause the DoS (Denial of
Services), bandwidth wastage, data modification,
connection loss, and interference for the primary users in
CRN. To overcome these problems, the security of the
CRN is needed [2].
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In literature, many security techniques have been
proposed to make CRN more secure against such
attacks. These techniques include location verification-
based approaches [3-4], Frequency-based approaches
[5-6], Cooperative spectrum sensing-based approaches
[7-8], Surveillance-based approaches [9], Relay
selection techniques [10], Belief propagation-based
approaches [11-12], SAP (Signal Activity Pattern)
based approaches [13], the sub-carrier shifting-based
approach [14], Physical layer-based approaches [15-
16], and the cryptographic-based approaches [17-22].
The AES, a cryptographic technique, has shown
promising results in securing the CRN as compared to
other techniques. The reference signal of the primary
user is encrypted at the transmitter and decrypted at
the receiver side using AES. In this work, we propose a
new cryptographic-based approach, CR-AES, inspired
by the conventional AES. The proposed technique
enhances the security by linking the key generation
and shift-rows step with the user data. The proposed
algorithm also reduces the computational efficiency
by reducing the rounds of AES without compromising

the overall security of system.

2. ADVANCED ENCRYPTION STANDARD

The AES, proposed by Daemen and Rijmen [20], has
shown superior performance over other cryptographic
algorithms for different applications. The AES takes 128-
bits block size and performs encryption and decryption
in N rounds (N=10,12,14) using key of size 128, 192, and
256 bits. Each round performs four operations on the input
block: (i) Substitute bytes, (ii) Shift rows, (iii) Mix columns,
and (iv) Add round key. Fig. 1 shows the block diagram of
AES encryption and decryption process. The process
takes 16-bytes of user data as input. These bytes are
arranged in a matrix of 4x4. The AES algorithm starts by
generating 44 words (176 bytes) linear array using four-
word (16 bytes) input key. Each AES round (10 rounds)
utilizes four words from the linear array. Next, we discuss

each block of the key-generation process and AES round:

2.1 AES Key Generation

The key expansion step generates 44 different key words
from the 4-word input key. The process is iterative and
generates one key word in every iteration. The key

expansion algorithm is:

Round 1 | Round 10 |
Input Data
Add Add Add
16 bytes Substitute Shift Mix Substitute Shift
— . Round
Round Bytes Rows Columns Round - Bytes Rows pmp) Roun
Key Key Key
T | T

Input .

Kp W [0,3] W [4,7] W [40,43] Cipherec
£y Key 1 L Data
- Expansion l W [36,39] l i 16 bytes

Decrypted Add Inverse Inverse Inverse Add Inverse Inverse Add
Data Round Substitute Shift _. . Mix Round Substitute Shift Round
16 bytes Key Bytes Rows Columns Key Bytes Rows Key
Round 10 | Round 1 |

FIG. 1. BLOCK DIAGRAM OF AES
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@) Execute circular left shift of one-byte on the input
word. The input word [A0,A1,A2,A3]is changed
into[A1,A2,A3,A0] (Ai=ith byte).

(i) Perform byte substitution by using S-box on
each byte.

(iii) XOR the result of step 2 with Rcon (Round
constant) [i/4]. The Rcon is different for each
round. The values of round constant proposed
in the original work [20] are shown in Table 1.
More details on the key generation process are

given in [20].

2.2 Add Round Key

During the encryption process, add round key block takes
128 bits of data as input and bitwise XOR it with 128 bit
key. The process remains same during the decryption

(but with reverse key order).

23 Substitute Bytes Transformation

In this step, a simple table, S-box, containing 16x16 bytes
covering all 256 8-bit values is used to substitute the
input byte with a value from the S-box. The rightmost 4
bits of the input byte are used as column address and
the leftmost 4 bits used as row address. The substitute
byte is then selected using these columns and row

addresses.

2.4 Shift Rows Transformations

In shift row transformation, a left circular byte shift is

performed. The first row of data (4 bytes) is not shifted.

The second, third, and fourth row are shifted by one,
two, and three bytes respectively. The process remains
the same during decryption except the shift process is

performed right.

2.5 Mix Columns Transformation

The mix column transformation uses arithmetic over Galois
Field GF(2®). Each byte of a column is transformed into a
new value that is a function of all four bytes in that
column. The inverse transformation is used for decryption

process.

2.6 Limitations of AES in CRN

The conventional AES has shown promising results in
many applications including CRN. However, there are few
factors, listed below, that affects the performance of the
AES in CRN.

@) The process of key-generation in AES is public.
It is possible for intruders to hack the 128 bits
input key and generate 44 words key set.

(ii) Similarly, the process of shift rows is also public
which reduces the overall security of network.
(iii) The AES process is time consuming and

therefore, not suitable for real-time

communications.

COGNITIVE RADIO-ADVANCED
ENCRYPTION STANDARD

To overcome the limitations of traditional AES in CRN,
we propose a new cryptography-based algorithm CR-AES.
Following are the main highlights:

TABLE 1. ROUND CONSTANT (RCON) VALUES

i 1 2 3 4

5

6 7 8 9 10

Reon[i] 01000000 | 02000000 | 04000000 | 08000000

10000000

20000000 | 40000000 | 80000000 | 1b000000 | 36000000
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In CR-AES, we introduce a new data-dependent
key-expansion algorithm to enhance the security
of CRN. The CRN becomes more secure as the
public key-generation algorithm is replaced by
the proposed data-dependent key generation

algorithm.

(ii) We also introduce a new method for shift rows

using information from previous data-byte. This

keeps the network safe from the attackers.

(iii) We also reduce the rounds from 10-6 to increase
the computational efficiency. Fig. 2 shows the
process of encryption and decryption in CR-

AES.

The CR-AES takes 16-bytes of user data as input. These
bytes are arranged in 4x4 matrix. The proposed algorithm
has six rounds where each round consists of four
transformations: Substitute bytes, shift rows, mix
columns, and Add Round Key. The reduction in rounds
provides more computational efficiency as compared to
the AES.

3.1 New Key Generation Process

The CR-AES key expansion takes four-word (16-bytes)
key as input and creates a linear array of 28 words (112
bytes). This is enough to provide four-word key for every
round (6 rounds) of encryption process. The proposed

key-expansion process has the following steps:

(1) XOR the first word of input key with the previous
data.

Execute circular left shift of one-byte on the input

)

word.

3)

Perform byte substitution by using S-box on

each byte.

XOR the result of step 3 with round constant,
Rcon [i/4].

@

3.2 New Shift Rows Transformation

In CR-AES, we propose a new shift row transformation

where the input data rows are shifted (left circular shift)

Round 1 | Round 6 |
Input Data
Add . Add . Add
16 bytes Substitute Shift Mix Substitute Shift
‘ Round Bytes Rows - Columns ” Round : - Bytes Rows Round
Key Key Key
T | T
Input -
Kp W [0,3] W [4,7] W [25,28) Cipherec
ey Key L [ Data
> Expansion l W (21,24] l 16 bytes
Decrypted Add Inverse Inverse Inverse Add Inverse Inverse Add
Data Round Substitute Shift —. . Mix Round Substitute Shift Round
16 bytes Key Bytes Rows Columns Key Bytes Rows Key
Round6 | Round 1 |

FIG. 2. BLOCK DIAGRAM OF CR-AES (NEW CONTRIBUTIONS HIGHLIGHTED IN BLUE)
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according to an 8-bit shift vector which contains the
last byte of previous data. The Ist row is shifted
according to the value of first 2 bits, 2nd row according
to the next 2 bits, and so on. The process is same during

decryption except shift process is performed right.

The data is encrypted in six rounds using 28 words key.
The decryption process is similar to the encryption

process with reverse key order.

4. EXPERIMENTAL RESULTS

The performance of the proposed CR-AES is evaluated
using the histograms and correlation (statistical test).
For images, the histogram provides the distribution of
pixel values/intensities. For our experiments, we have
selected nine test images (i) Cameraman, (ii) House,
(iii) Pepper, (iv) Building, (v) House-2, (vi) Doll, (vii)
Raccoon, (viii) Parrot, and (ix) MRI-Skull. The selected
images cover a variety of textures and pixel distributions
and include most of the image categories used in real
transmission. The images are encrypted using CR-AES
and transmitted over the CRN. The received image is
then decrypted at the destination node. In Figs. 3-5,
we show the original and encrypted images, their
histograms, and decrypted images. We observe that
the frequency distribution of original images is not
uniform. This type of data is prone to various security
threats. The distributions of encrypted images are
uniform and it is very difficult to extract any information
from these images. The proposed CR-AES secures the
transmitted data from the intruders. The original images
are recovered at the receiver side using the CR-AES

decryption.

The correlation shows the linear relationship of the

two pixel values of the image. The correlation can be

negative (similar but out of phase), zero (no similarity),
or positive (similar and in phase). Here, we measure
the correlation in horizontal, vertical, and diagonal
directions. We take the average of the correlation
between neighboring pixels in horizontal, vertical, and
diagonal directions. The correlation of neighboring
pixels in the original image is strong as compared to
the encrypted images. For our test images, without CR-
AES, we found the correlation values are in the range
0.80-0.95 as shown in Table 2. The values are close to 1
which shows high correlation in the data. Such data is
prone to security attacks. The correlation values for
encrypted images are less than 0.0299, which show
almost no little correlation in data. The reduction in
correlation, therefore, proves the effectiveness of the

proposed algorithm.

S. CONCLUSION

In this work, we presented a cryptographic-based
security technique for CRN. The proposed CR-AES
overcome the limitations of traditional AES in CRN. The
CR-AES enhances the security of CRN using a new data-
dependent key-expansion process and a shift-rows
method by using the information from previous data
byte. The proposed technique also improves the overall
computational efficiency by reducing the rounds from
10-6 for encryption and decryption without
compromising the security of CRN. The experimental
results show the superior performance of our proposed
CR-AES in CRN. The histogram of the encrypted image
is uniform and does not provide any information about
the data. Also, the correlation is very low in the
encrypted images which make the data robust in

insecure channels.
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FIG. 3. ROW-1: ORIGINAL IMAGES: (I) CAMERAMAN (1I) HOUSE-1 (III) PEPPER, ROW-2: ENCRYPTED IMAGES, ROW-3:
HISTOGRAMS OF ORIGINAL IMAGES, ROW-4: HISTOGRAMS OF ENCRYPTED IMAGES, ROW-5: DECRYPTED IMAGES
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FIG. 4. ROW-1: ORIGINAL IMAGES: (I) BUILDING (1I) HOUSE-2 (IlI) DOLL, ROW-2: ENCRYPTED IMAGES, ROW-3: HISTOGRAMS
OF ORIGINAL IMAGES, ROW-4: HISTOGRAMS OF ENCRYPTED IMAGES, ROW-5: DECRYPTED IMAGES
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FIG. 5. ROW-1: ORIGINAL IMAGES: (I) RACCOON (1I) PARROT (11I) MRI SKULL, ROW-2: ENCRYPTED IMAGES, ROW-3:
HISTOGRAMS OF ORIGINAL IMAGES, ROW-4: HISTOGRAMS OF ENCRYPTED IMAGES, ROW-5: DECRYPTED IMAGES
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TABLE 2. CORRELATION VALUES FOR THE ORIGINAL AND ENCRYPTED IMAGES SHOWN IN FIGS. 3-5

Image Correlation Original Image Correlation Encrypted Image
Cameraman 0.9231 0.0104
House-1 0.9497 0.0022
Pepper 0.9253 0.0064
Building 0.9204 0.0299
House-2 0.9193 0.0087
Doll 0.8085 0.0141
Raccoon 0.8983 0.0025
Parrot 0.8655 0.0053
MRI-Skull 0.9376 0.1894
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